Abstract-A network consisting of transparent optical nodes (TONs) can provide high speed end-to-end communication paths with very low bit-error rates (BERs). However, owing to component crosstalk and other degradations at TONs, the BER of a particular communication path traversing several TONs can be degraded by a few orders of magnitude even in the absence of component failure. Monitoring the quality-of-service (QoS) of a communication path has typically relied on sporadic BER testing and operation monitoring by the nodes using probe signals. Intermittent BER testing cannot provide continuous monitoring of the network QoS. On the other hand, the use of probe signals is not sensitive enough to detect the BER degradation. This work investigates a novel approach of monitoring service degradation at individual nodes using a wrap-around device which taps and compares signals from the input and the output at each TON along the lightpath. We propose a modification using hard limiters at TON inputs and derive the BER value that this modified method can guarantee in the presence of signal degradation due to coherent crosstalk at TONs.
NOMENCLATURE

SNR
SNR of the lightpath.
Variance of the real and imaginary parts of AWGN at any TON at any bit time.
Number of TONs in the lightpath. Number of bits transmitted in an observation period. Coherent crosstalk signal (real part) at node for the th bit transmission period. Threshold value for a device alarm. Threshold value for a BER alarm. Average BER in an observation period below which a BER alarm is not generated with very high probability (see also and ). Average BER in an observation period above which a BER alarm is generated with very high probability (see also ). Upper limit on FP, the probability of concluding that when in fact . Upper limit on FN, the probability of concluding that when in fact . Probability function of a device-alarm generation at a TON. End-to-end BER function of a transmitted bit.
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Publisher Item Identifier S 0733-8716(02)03058-5. Common TONs consist of wavelength selective switches (WSSs), optical amplifiers, optical multiplexers, and demultiplexers. Certain switching TONs exhibit crosstalk effects [3] - [6] , namely a light signal designated (switched) to one output fiber leaks onto another output fiber. Optical amplifiers are used to compensate for power loss within the network. The most common amplifiers are e4rbium doped fiber amplifiers (EDFAs), which are also broadband noise sources in the communication path. In addition, EDFAs exhibit gain competition, namely signals on different wavelengths must compete for limited power resources. An unusually high-powered signal on one wavelength can result in lower amplifier gains for all other wavelengths sharing the same EDFA.
A data signal traversing TONs can be degraded as a result of crosstalk and gain competition at TONs. crosstalk signals have the same frequency as data signals and thus directly alter the data signal waveforms. Neglecting signal attenuation and all noise sources, the receiver receives the data signal together with a crosstalk signal introduced at TON 1 by lightpath and a crosstalk signal introduced at TON 2 by lightpath . We concentrate our analysis on coherent crosstalk since noncoherent crosstalk due to gain competition is device specific and is outside the scope of this work.
Section II describes existing supervisory methods that may be used to monitor the quality-of-service (QoS) of a communication path. We argue that these methods are not sufficient to detect small bit-error rate (BER) degradations. Section III describes a novel BER monitoring system proposed in [1] and [2] , and provides the setup for the analysis that follows. Section IV contains the analysis leading to the BER guarantees provided by the system discussed in Section III. To improve the sensitivity of the system, we propose in Section V a modification using hard limiters at TON inputs. Section VI provides a summary and future directions.
II. EXISTING SUPERVISORY METHODS
This section briefly discusses existing supervisory methods that may be used to detect BER degradation. References [7] and [8] provide detailed discussion on this topic. Two main approaches exist for monitoring the lightpath QoS. The first relies on the use of pilot signals, which are known signals inserted to travel along the same paths as data signals but are distinguishable from data signals. As an alternative, we can use an optical time domain reflectrometer (OTDR) to detect the echo of pilot signals at the transmitter [9] . The second approach is based on observing the statistical parameters such as optical signal average power, optical signal frequency spectrum, and the BER of a lightpath [10] - [12] .
Coherent crosstalk can degrade the BER without causing degradation to pilot signals. Pilot signal with frequencies close to those of data signals are referred to as subcarrier multiplexed (SCM) signals. In some cases, SCM signals are recovered by detecting them from the superposition with data signals. However, SCM signals are generally modulated at a much lower rate than data signals [13] , [14] . Therefore, a small percentage of data bits can be degraded without appreciable degradation of SCM signals.
Consider the second supervisory mechanism based on observing statistical parameters. A power detector may be used to detect BER degradation if crosstalk signals change the average power of data signals. If a crosstalk signal at a TON is present only 1% of the time, the BER may deteriorate by several orders of magnitude (up to 10 ) while the average received signal power does not change significantly. By the same arguments, an optical spectrum analyzer (OSA) cannot detect BER degradation due to a sporadic crosstalk signal which is present only at a small percentage of time.
The use of a BER tester (BERT) is a standard procedure to detect BER degradation. However, BER testing is only performed sporadically on test patterns. Moreover, the use of a BERT requires a long detection time. For example, a BERT takes several hundreds of seconds to distinguish between a BER less than 10 and a BER greater than 10 for a transmission rate of 1 Gb/s.
Short detection time is desirable in several aspects. Since optical transmission rates are extremely high, a large amount of data can be affected before any action takes place. If retransmission is to be performed after the detection of excessive BER, long detection time implies the use of a large amount of buffer storage. As we shall see, our proposed method of detecting BER degradation is based on the detection of signal degradation at TONs rather than the detection of error bits themselves. As a result, our method can operate at roughly 6 orders of magnitude faster than a BERT.
III. SETUP FOR THE ANALYSIS
A. Novel Method for Detecting BER Degradation
This section describes the method for detecting BER degradation along a lightpath as proposed in [1] and [2] . The detection system is constructed by installing, at each TON along a lightpath, a service monitoring device which wraps around its TON as shown in Fig. 2 . This wavelength-selective device compares the signals from input and output taps on a particular WDM channel. The relation between these two signals yields a diagnostic of TON operation. Our analysis will concentrate on a single wavelength dovosopm multiplexing (WDM) lightpath using on-off keying (OOK) signaling with coherent detection.
The overhead associated with this novel method includes monitoring devices at all TONs along the lightpath, additional control information about operational status of each TON, and additional transmit power to overcome tap losses. Although we concentrate on using a monitoring device for a single WDM channel, when there are lightpaths (on the same fiber) going through the same TON input-output pair, it is possible to modify the device using optical demultiplexers so that the device can simultaneously observe signals on several lightpaths taken from the same taps.
Lightpaths which do not have the same TON input-output pair require different monitoring devices at the TON. If only a fraction of lightpaths require service monitoring at any time, we can time-share the devices through the use of optical switches.
In addition, the monitoring device can be adjusted through its control software to handle possibly different bit rates without any change in its hardware.
In Fig. 2 , we denote the input and output signals by and , where is the TON delay and is used instead of in consideration of the changes in magnitude (tap losses and amplification), phase, and polarization. Denote the sum of signal and noise at TON output by . In the optical domain, the device takes two tapped signals and compensates for the difference in delay, magnitude, phase and polarization under normal operation. It then performs signal subtraction and optical-to-electronic conversion using coherent detection. In general, the magnitude, phase, and polarization of data signals do not vary rapidly; and we can assume, in the absence of crosstalk, that the device yields an output proportional to . For notational simplicity, we drop the time notation below.
If there is a degradation introduced at the TON, the device output will be proportional to . When the output exceeds a preset threshold, the device generates an alarm notifying excessive signal degradation at the TON. With such a wrapping device installed at each node along the lightpath, we consider, in each bit transmission period, that a "device alarm" is generated if at least one TON in the lightpath generates an alarm. In each observation period, we count the total number of device alarms. If this total is higher than a preset threshold, a "BER alarm" (notifying an excessive BER) is generated.
Note that the BER we consider in this work is the probabilistic BER, as opposed to the actual observed BER. The use of this probabilistic measure allows us to detect BER degradation quickly without having to observe actual bit errors. In optical transmission, the BER guarantee is generally very low, e.g., 10 , therefore observing actual bit errors can be slow. For example, given the transmission rate of 1 Gbps and the BER of 10 , we expect only one bit error in each second of observation.
The performance criteria of the BER monitoring system are the false positive probability (FP), which is the probability of generating a BER alarm when the BER is below the guaranteed level, and the false negative probability (FN), which is the probability of not generating a BER alarm when the BER exceeds the guaranteed level. Preliminary results on the performance of this BER monitoring system are given in [2] . However, the results in [2] are based on direct detection of optical signals and the assumption that coherent crosstalk signals are constant throughout an observation period and are equal at all TONs. In this work, we drop these assumptions, i.e., we shall consider coherent detection of optical signals and allow crosstalk signals to vary with time and TON locations.
Our goal is to provide a BER guarantee for each observation period. In particular, let denote the desired level of BER guarantee. When the BER exceeds , we want the BER alarm generated with low FN. When the BER is below , we want no BER alarm with low FP.
B. Notations
For a complex signal , let and denote its real and imaginary parts. to be , in the absence of crosstalk, the end-to-end BER is equal to , where is the complementary cumulative distribution function of a zeromean, unit-variance Gaussian random variable. is related to a particular signal-to-noise ratio (SNR) by the relation . Let be the coherent crosstalk signal at node during the th bit transmission in an observation period. Using the fact that crosstalk effects propagate toward downstream TONs, the end-to-end BER of the th bit (i.e., the probability of error for the th bit) is (1) where add up constructively along the lightpath for the worst-case scenario.
Let denote the device output at a particular TON. We want to generate an alarm when coherent crosstalk signal is large, i.e.,
, where is a preset threshold. The probability of an alarm generation at node at the th bit time is Device alarm (2) Let denote the length of an observation period in units of bit transmission periods, and denote the average BER associated with this observation period. Among all crosstalk scenarios with , the one yielding the smallest total number of device alarms in an observation period has the smallest probability of a BER-alarm generation, and is thus the worst-case scenario for detection. To provide a BER guarantee of , we need to check that our monitoring system performs satisfactorily under the worst-case scenario corresponding to the BER of .
We shall describe each scenario in terms of crosstalk signals at all TONs at all bit transmission periods, i.e.,
. For notational simplicity, we shall drop the subscript and assume that refers to the real component for the rest of this paper.
For a fixed , deriving the worst-case scenario is equivalent to finding the crosstalk signals which are the free variables in the following optimization problem minimize expected number of device alarms in bit periods subject to average BER in bits (
For future reference, let and denote the devicealarm probability function and the end-to-end BER function whose expressions in (1) and (2) are presented again below (4)
IV. ANALYSIS ON THE BER GUARANTEES
This section provides mathematical analysis leading to BER guarantees by the monitoring system described in Section III-A. All the proofs of various lemmas are given in the Appendix.
We proceed by solving problem (3), which we now express more specifically. Since signal degradation propagates along the lightpath, the end-to-end BER for the th transmitted bit is . Thus, the average BER in an observation period is . In each bit transmission period, we consider that a device alarm is generated if at least one TON in the lightpath generates a device alarm. The expected number of device alarms in an observation period is, therefore, . Thus, problem (3) becomes minimize subject to (5) whose feasible solutions do not form a convex set. Therefore, common techniques based on convex optimization do not apply.
A. Worst-Case Scenario for and
Assume a single TON in the lightpath. With only one TON, we can drop the superscript and define , . We start with a simple case with . Problem (5) becomes minimize subject to (6) The Lagrange multiplier method gives us the following constraints for an extremum:
where is a derivative of function with respect to . Because and are even, we shall consider only nonnegative values of . Since , zero is a solution to (7) . Lemma 1 states that, under Assumption 1, there is at most one positive solution to (7) .
Assumption 1: Let . Assume that . Lemma 1: Given and that Assumption 1 holds, there is at most one positive solution to the equation in .
Assumption 1 generally holds when the SNR is sufficiently high since and, therefore, is small compared to . Empirical data suggest that lemma 1 hold regardless of Assumption 1.
Given that only zero and one other positive value are solutions to (7), there are two forms of solutions for an extremum, namely , and (or ) with (or ) . Let be such that and be such that . It follows that the extrema are , , and . Given the locations of the extrema, we can investigate their properties by evaluating the bordered Hessian determinant of the Lagrangian (8) where . The following lemma asserts that corresponds to a local maximum, and and correspond to local minima. Lemma 2: Under Assumption 1, and , for . Since the constraint set defined in (6) is a contour curve of in the first quadrant on the plane, and this curve connects the two end points and , the absence of a local minimum elsewhere guarantees that and are indeed global minima for the continuous cost function in (6) . We conclude the result in Theorem 1.
Theorem 1: Under Assumption 1, given a single TON ( ) in the lightpath, the observation of 2 bit periods ( ), and the average BER , a scenario in which only 1 out of 2 bits is affected by coherent crosstalk has the smallest expected total number of device alarms and is thus the worst-case scenario.
We can extend the result from theorem 1 to the case with , problem (5) becomes minimize subject to (9) The Lagrange multiplier method gives the same condition as in (7), namely , . We have from Lemma 1 that under Assumption 1 there exists at most one positive solution to in . We shall assume that to guarantee that for all in all scenarios. Out of scenarios with the average BER , define a scenario in which out of bits are affected by crosstalk signals of constant magnitude as scenario . All possible scenarios are . Lemma 1 tells us that an extremum corresponds to one of the scenarios just described. Let denote the expected total number of device alarms in an observation period corresponding to scenario . Lemma 3 states that , yielding Theorem 2. , and is thus unique. To show that is indeed the global minimum, it is sufficient to show that the cost function at another point in the constraint set is larger than at the extremum. Consider the point , we have that where the equality follows from the fact that is symmetric, and the inequality from the fact that since is strictly decreasing in . We have thus established Theorem 3.
Theorem 3: Given , , and , a scenario in which the crosstalk signals at
TONs are equal has the smallest expected total number of device alarms and is thus the worst-case scenario.
C. Worst Case Scenario for and
As in the last section, define . Problem (5) becomes minimize subject to (11) In any optimal solution, we must have, for each , the minimum value of subject to the value of . Otherwise, we can obtain the better solution by reassigning the values of such that their sum remains the same but is strictly smaller. Let denote . Let denote the maximal value of for the th bit interval subject to the constraint on . (In Section IV-B, empirical data suggest that , i.e., in the worst case scenario, coherent crosstalk signals at TONs are equal. Theorem 3 verifies the relationship given the constraint .) In terms of , problem (11) becomes minimize subject to (12) Comparing (12) with (9), we can consider problem (12) as if we were to find the worst case scenario for and , but with the function instead of as in Section IV-A.
Using the approach in Section IV-A, the Lagrange multiplier method yields the constraint for an extremum , . Empirical data suggests the similar result as in Section IV-A, namely the curve intersects at zero and one other positive value in , and the extrema correspond to scenarios in which some bits are not degraded while the others are degraded equally (denoted as scenarios 1 to in Section IV-A). However, we have no theoretical proof of this claim. The difficulty lies in the complexity of an expression for . Numerical verification in several cases leads us to the following conjecture: given , the worst-case scenario is the one in which only 1 out of bits is affected by coherent crosstalk, and the crosstalk signals at TONs are equal.
V. BER MONITORING SYSTEM WITH HARD LIMITERS
For a low BER guarantee, under the worst-case scenario found in Section IV, a single severely degraded bit would only generate a single extra device alarm (compared to the case with no degradation at all) which leads to high values for FP and FN. Therefore, we propose the use of hard limiters at TON inputs to improve the performance of the BER monitoring system.
A hard limiter is a device that limits the power of signals passing through it. For crosstalk signals to degrade few bits significantly, the instantaneous crosstalk signal power in those bit periods must be very high. But very high instantaneous crosstalk signal power results from very high instantaneous input power, which are prevented by hard limiters. Moreover, when the hard limit is sufficiently higher than the ON level signal power of OOK, the use of hard limiters does not interfere with normal operation.
In the presence of hard limiters, multiple bits must be degraded for the BER to exceed the guaranteed level. Given that at least bits must be degraded, it follows that the worst-case scenario is the one in which out of bits are equally affected and crosstalk signals at TONs are equal. When the hard limit is sufficiently low (the value of is sufficiently high), our BER monitoring system will be able to detect the worst-case scenario for some BER guarantee.
We conclude with some numerical examples. ) , which is approximately 6 orders of magnitudes faster than a BERT described in Section II. Our examples also show that there is a desirable range for the values of . When is set too small, even under normal operation, we expect a large number of device alarms in each observation period, and therefore need to set quite large to keep FP small. Consequently, such a large yields too large FN (since FN is increasing with ). On the other hand, when is set too large, even if can be set small to keep FP small, we expect only few device alarms in the presence of BER degradation. Consequently, FN is still too large.
In general, the required hard limit decreases as increases, since for the same BER degradation, the amount of signal degradation at individual nodes can be smaller for a larger . Our examples suggest that there is a limit on the number of TONs in a lightpath above which the hard limit gets too close to the ON power level under normal operation.
VI. CONCLUSION AND FUTURE DIRECTIONS
We derived guaranteed BERs provided by the novel BER monitoring system in [1] and [2] . In doing so, we found that the worst-case coherent crosstalk scenario for the BER monitoring system to detect is the one in which only 1 out of bits in the observation period is affected by coherent crosstalk signals of the same magnitude at all TONs in the lightpath. Based on this result, we suggested the use of hard limiters at TON inputs to improve the system performance.
The BER monitoring system considered in this work offers several advantages. The system can detect BER degradation much faster than a BERT (6 orders of magnitude faster in our examples). The monitoring devices can be installed at existing TONs so no modification of existing infrastructure is required. Although our analysis is based on OOK signaling, the same method can be applied to other transmission schemes as well. Finally, since the system does not differentiate between the sources of signal degradation, it can be used to detect malicious users who intentionally cause service disruption.
Several related issues require further consideration. First, a similar kind of analysis to this work can be done on BER degradation due to crosstalk effects as well as gain competition at EDFAs. Another issue has to do with actual implementation of the BER monitoring system. While the installation of service monitoring devices at TONs to monitor different WDM lightpaths seems straightforward in a WDM network with static wavelength routing, the implementation becomes more complex if we allow dynamic wavelength routing. Finally, there are also issues regarding how to provide appropriate responses after the detection of BER degradation.
APPENDIX PROOFS OF VARIOUS LEMMAS
Lemma A1: Given that , , consider the function of the form (13) has the following characteristics: i) There is a unique solution to . ii) has a unique local maximum and a unique local minimum. iii) Let and denote the locations of the maximum and the minimum respectively. We have . iv) As increases from to , strictly increases from the limit value of zero to and has a single saddle point where changes from convexity ( ) to concavity ( ). v) As increases from to , strictly decreases. vi) As increases from to , strictly increases from to the limit value of zero and has a single saddle point at which changes from convexity to concavity. vii) has three saddle points in . In addition to the two saddle points in iv) and vi), there is the third saddle point in at which changes from concavity to convexity. Proof: Fig. 6 shows some example curves of .
i) It is straightforward to solve to obtain a unique solution . ii), iii) Consider the first derivative of (17) Equation (17) has either zero or two real solutions. If there were no real solution to (17), the left-hand side of (17) is always negative. Consequently, will be a product of two strictly decreasing functions, and is thus strictly decreasing and equal to 1 (i.e., ) at most once. Since we have argued above that there must be an odd number of saddle points in , it follows that there is a single saddle point in this case. If there are two real solutions to (17) We now show that the right-hand side of (19) is negative in . Define as follows:
Note that has the same sign as the right-hand side of (19) since the denominator is always positive. For , it is easy to verify that all the quantities in square brackets are positive. Using the fact that , we can bound as follows:
where the last inequality follows from the fact that in . At , using the fact that , Thus, in . It follows that , being a product of two strictly decreasing functions, is strictly decreasing in . Consequently, there can be at most one point in such that ( ). We now show that ( ), which implies that ( ) in since is decreasing. To show that , we rewrite and bound (18) as follows where we have used (14) and (15), and the fact that to construct the inequality. By definition, . Since , we have from Lemma A1 part iv) that . It follows from the above expression that 0. where the first inequality is a consequence of (20), and the second inequality follows from Lemma A1 parts iii) and v) that in . Equation (21) • Consider the interval . If , there is no intersection in since there is no intersection in . So we consider the case when . Under Assumption 1, is strictly decreasing and strictly concave [ and ] in since and both have negative first and second derivatives (see Fig. 7 ). On the other hand, the contribution of to is decreasing but convex, while the contribution of is increasing. An additional condition that will lead to the conclusion that is decreasing faster than at every point in . For , we have shown that and . For , we have , and
. In both cases, we have and decreases faster than at every point in . Therefore, there is no intersection in . Consequently, given that , we have and .
• Consider the interval . If , there is no intersection in since there is no intersection in . So we consider the case when . In , the contributions of to and are both decreasing and convex (see Fig. 7 ). However, at any particular point , the contribution of to decreases faster than its contribution to . On the other hand, the contribution of to is decreasing and concave, while its contribution to is increasing. An additional condition that will lead to the conclusion that is decreasing faster than at every point in . , the contribution of to is decreasing faster than its contribution to (see Fig. 7 ). On the other hand, the contribution of to is decreasing while its contribution to is increasing. Therefore, decreases faster than at every point in . Since we have shown that when there is an intersection such that , it follows that there is no additional intersection in . Given that there is no intersection such that , we now show that there is at most one intersection in . As a reminder, we have in this case that since , , and no intersection has occurred before . Similarly to the arguments used to construct theorem 1, since the constraint set is a contour curve of in the first quadrant of plane and connects the two end points and , the absence of an extremum elsewhere together with the continuity of cost function imply that is a global maximum and thus has a higher cost than . Lemma 3: Let be the coherent crosstalk signal associated with scenario in which out of bits are equally affected and BER is equal to . Let be the expected total number of device alarms in an observation period corresponding to scenario . Under Assumption 1, given , , and , we have that . Proof: The condition guarantees that for all . We shall prove the lemma by induction. First, compare the scenarios and yielding the expected total number of device alarms and respectively. Notice that comparing these two scenarios is equivalent to comparing the two extrema in the modified optimization problem of lemma A3 with . The two extrema are for scenario and for scenario . Lemma A3 tells us . Now compare scenarios and , . Consider the problem of minimizing the expected total number of device alarms over the bits that are degraded in scenario . Note that the expected number of device alarms for the remaining bits is the same in both scenarios, namely . Comparing these two scenarios in the problem is equivalent to comparing the two extrema in Lemma A3 with and the BER constraint set to . The extrema of interest are and . Lemma A3 tells us that , completing the induction. Lemma A4: For the function defined in (4): i) There is a unique positive solution such that , ii) , iii) in . Proof: The function has the same form as defined in (13) in Lemma 3A. In particular, here takes the place of in (13), while takes the place of in (13) . Therefore, various properties from Lemma 3A hold for the function . From Lemma 3A, we know that has only one local maximum located before ( ) and one local minimum after ( ). We also know that strictly increases (from the limit value of 0) in the interval from to the local maximum, strictly decreases in the interval from the local maximum to the local minimum, and strictly increases (to the limit value of 0) in the interval from the local minimum to . i), ii) It follows that in the interval from zero to the local minimum, strictly decreases and, therefore, . At the local minimum, we have . In the interval from the local minimum to , strictly increases and, thus,
. Therefore, we have only at the local minimum of . In addition, the location of this local minimum is in the positive direction of ( ). iii) It is straightforward to show from (4) that .
decreases and is thus negative in . In addition, increases monotonically to the limit value of 0 in . Therefore, or equivalently in . Lemma 4: The function strictly decreases in . Proof: Let be the unique positive solution to as described in lemma A4. Since , it suffices to show that strictly decreases in . Consider the derivative of (27) which is continuous since it is the derivative of a continuous function . Note that for all since from (4) for all finite . In addition, lemma A4 tells us that in . It follows from the above expression that the derivative of is negative in .
